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Welcome to the US Coast Guard Auxiliary Privacy at DHS  Training. 

Independent Learner Instructions. 

This document is derived from the mandatory training of the same name. It contains 
both images and narratives regarding the training topic and is provided in a 
“presenter notes” format. 

 
As an independent learner you are expected to read all content contained in this 
document to include both the text within the images and the notes below the image 
(if any).  Some images do not have notes or are self-explanatory. 

 

As you work through this training material you should keep in mind that as an 
independent learner, you are responsible and accountable for learning and 
understanding the course content. 

 

You should also understand its importance to our organization and the execution of 
our varied missions and be able to apply the knowledge gained through this 
independent training experience. 
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In our mission to secure the homeland, we need to collect personal information from 
citizens, legal residents and visitors, and we are obligated by law and DHS policy to 
protect this information to prevent identity theft or other adverse consequences of a 
privacy incident or misuse of data. This brief course is designed to raise your 
awareness of the importance of maintaining privacy in the workplace, and will convey 
methods of safeguarding personal information 
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This course addresses the standards that the Department of Homeland Security (DHS) 
has adopted to safeguard personal information. This is similar to the HIPPA 
regulations that govern the security of personal information in the healthcare 
industry and FERPA that does the same job in education. Remember, this is about 
more than just the information of Auxiliarists; it can include our gold side shipmates, 
others in federal service, and members of the public we are working to help recover 
after an incident. 
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As an Auxiliarist you may have access to Personally Identifiable Information (PII) from 
a variety of sources, including official Auxiliary documents, copies of vessel inspection 
forms, registration for public education events, information about members of the 
public who have been involved in an incident, and many other sources. All of these 
sources of information need to be properly managed and protected to safeguard the 
trust that our shipmates and the public have placed in us. 
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While as an Auxiliarist you may not be a program owner it is important to understand 
how privacy compliance is managed in DHS. We all have a responsibility to properly 
manage PII and part of that is understanding the system in which we work. 
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DHS defines personally identifiable information or PII as any information that permits 
the identity of an individual to be directly or indirectly inferred, including any 
information that is linked or linkable to that individual, regardless of whether the 
individual is a U.S. citizen, lawful permanent resident, visitor to the U.S., or employee 
or contractor to the Department. 

 
Sensitive PII includes but is not limited to the information pictured here, which 
includes Social Security numbers, driver’s license numbers, Alien Registration 
numbers, financial or medical records, biometrics or a criminal history. This data 
requires stricter handling guidelines because of the increased risk to an individual if 
the data are compromised. 
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PII and Sensitive PII as privacy incidents are not necessarily cut and dried. In some 
cases, PII that is not Sensitive would be reported as a privacy incident depending on 
context. For example, a loss of a contact list with the names of people who attended 
training would not be considered a privacy incident. However, if it is a list of 
employees who are being disciplined for not attending training and it is lost or 
compromised, then that would be considered a privacy incident. In this instance, it is 
the context of the information that would cause this to be a reportable privacy 
incident. 



8  

 

 

 
 
 

Also, the loss of Sensitive PII even in an encrypted or password-protected format 
could become a privacy incident. For instance, if encrypted or password-protected 
Sensitive PII, along with the "key" or password to access the information, is sent to a 
person without a "need to know" or to a personal e-mail address, this would be 
considered a privacy incident. 
If you’re confused, stay with me and in a few minutes I will walk you through specific 
examples on how you can safeguard Sensitive PII. 
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How do you collect or use PII as an Auxiliarist? Do you work in Auxdata or manage 
communications for your flotilla where you access information on your shipmates? 
Do you serve as a vessel inspector and retain copies of inspection forms that include 
information about vessel owners? Do you work events as part of public relations and 
collect contact information from members of the public who may be interested in 
taking a class or joining the Auxiliary? All of these tasks and many more that we 
conduct as Auxiliarists creates PII for which we as individuals and an organization are 
responsible. 
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If we fail to protect PII, there can be severe consequences for everyone. 

Most privacy incidents occur when employees mishandle PII due to a lack of 

awareness of PII safeguards, and when that occurs, they receive counseling 

and additional training. 

But we have also experienced intentional privacy incidents at DHS. For 

example, a FEMA employee was sentenced to 5 years in prison for stealing 

the identities of more than 200 disaster victims who had applied for 

government assistance. 
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Sometimes what appears to be a completely innocent event can compromise PII. 
Forgetting a clipboard with vessel inspection records when you’re at a marina, leaving 
a flotilla folder behind at a coffee shop, or accidentally attaching the incorrect file to 
an e-mail are all examples of ways we can accidentally cause a privacy incident as 
Auxiliarists. Even if you think it is minor and nothing will happen you need to report 
every incident. Reporting the incident isn’t to get anybody in trouble, it’s the right 
thing to do to fulfill our duty to safeguard the PII with which we’ve been entrusted. 
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The following scenario is based on the most common types of privacy incidents at 
DHS. In this scenario, you will play the role of a FEMA employee who processes 
disaster assistance claims that contain Sensitive PII. 
Please note that the privacy protection best practices cited here may not reflect the 
current privacy policies in every DHS component. 
Open the two Job Aids by clicking on the Resources folder in the progress bar above, 
and consult them throughout the scenario to make sure you use the proper safe 
handling procedures and avoid privacy incidents as you access, use and share 
Sensitive PII. 

 
To increase your awareness of the proper procedures for collecting, using, 

sharing and disposing of Sensitive PII, we’ve created two job aids. The first is 

called How to Safeguard PII, and is a summary of the Handbook for 

Safeguarding Sensitive PII at DHS. The second job aid is called Telework Best 

Practices, and outlines the proper protocol for handling Sensitive PII while 

teleworking. 

In this scenario, you will play the role of a FEMA employee who processes 

disaster assistance claims that contain Sensitive PII. Consult the two job aids 

throughout the scenario to answer the questions correctly. 
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This is a scenario that you may encounter while working at a DHS facility: 
 

You've just finished taking a much deserved break and have returned to your 
workstation. It seems like you’ve been processing disaster assistance claims for 
months, when in reality it’s only been three long days since the record-breaking flood 
hit the northeast. After you unlock your computer and continue working, someone 
approaches the entrance to your cube… 

 

Katelyn Baker: Hello, you don’t know me, but I am helping distribute disaster relief 
funds. Can you give me Polly Smith’s Social Security number? 
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Feedback for answer A: 
You chose option A. That’s right! The proper procedure is to ask the requestor for 
her identification and her reason for requesting the PII. Access to PII must meet two 
requirements: (1) the requestor must have a need to know the information in their 
official capacity; and (2) if they are a non-DHS employee or contractor, the disclosure 
of PII must be authorized and in compliance with the Privacy Act of 1974. Please 
consult your Component legal counsel before disclosing any PII to persons who are 
not agency employees. 

 

Feedback for Answer B: 
You chose option B. Try again. Providing Sensitive PII to a person you don’t know 
without knowing the reason they need the Sensitive PII is a privacy incident waiting 
to happen. Please remember to reference the job aid. 

 

Feedback for Answer C: 
You chose option C. That is incorrect. Remember, you don’t know this person or why 
they need the Sensitive PII, but her request could be legitimate. Instead of 
immediately involving your supervisor, the proper procedure is to ask the employee 
for her identification and her reason for requesting the Sensitive PII. Access to 
Sensitive PII is based upon a person having a “need to know”, i.e., when the 
information relates to their official duties. So, if you are ever in doubt as to the 
person’s “need to know,” you should consult your supervisor and get back to the 
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person requesting the Sensitive PII. 
 

Feedback for answer D: 
You chose option D. Try again. Providing Sensitive PII to a person you don’t know 
without knowing the reason they need the Sensitive PII is a privacy incident waiting 
to happen. Please remember to consult the job aid. 
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One of the important things to remember when you’re dealing with PII is that it’s OK 
to ask questions. Nobody should be offended or upset when you take the time to 
ensure that you’re following procedure and safeguarding the PII with which you’ve 
been entrusted.  Privacy is everybody’s job. 
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Feedback for answer A: 
You chose option A. Try again. Sending Sensitive PII outside of the Department is 
okay as long as you follow the proper procedure. Remember to reference the Job Aid. 

 

Feedback for answer B: 
You chose option B. That is incorrect. 
Sending Sensitive PII in the body of an email to an external party is a privacy incident. 
The proper procedure is to: 
1. Save the Sensitive PII in a Word, Excel or other protectable file type. 
2. Encrypt and/or password-protect the document using WinZip or Adobe Acrobat 
until the Department implements PKI encryption. [Be sure to consult the Handbook 
for Safeguarding Sensitive PII in the Resources folder for specific instructions on how 
to encrypt or password protect a file.] 
3. Attach it to the email. 
4. Make sure you have selected the correct recipient and do not hit “reply all” unless 
everyone on the email list has a “need to know.” 
5. Send the encrypted/password-protected document as an email attachment. 
6. Provide the password to the recipient by phone or in a separate email. 
It’s important to note that some DHS components require email encryption or 
password protection for internal as well as external sharing of Sensitive PII. 

 

Feedback for answer C: 
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You chose option C. That’s right! Be sure to consult the Handbook for Safeguarding 
Sensitive PII in the Resources folder for specific instructions on how to encrypt or 
password protect a file. 

 

It’s important to note that some DHS components require email encryption or 
password protection for internal as well as external sharing of Sensitive PII. 
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Sometimes taking the right steps to ensure the security of PII means that things move 
more slowly than they would otherwise. This is OK; it’s much better to follow 
procedure and ensure that PII is safe than to speed things up at the expense of 
security.  Just one failure to secure PII can result in major consequences. 



21  

 

 



22  

 

 

 

Feedback for answer A: 
You chose option A. That’s right! You really want to avoid mailing anything that 
contains Sensitive PII, but if you have to, the preferred method is to: 

 

1. Scan the hard copy Sensitive PII and save it onto an encrypted CD, USB flash drive, 
or other DHS-approved portable media. 

 

2. Mail the portable media using First Class or Priority Mail, a courier, or a traceable 
commercial delivery service like UPS, the USPS, or FedEx. 

 
 

Feedback for answer B: 
 

You chose option B. Try again. Mailing hard copies of the claim forms using a 
traceable commercial delivery service like UPS, the USPS, or FedEx does not properly 
safeguard the Sensitive PII being sent. Remember to reference the Job Aid for the 
preferred method for mailing hard copy Sensitive PII. 
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This is a scenario that is especially important for Auxiliarists. Because few of us have 
permanent bases and offices from which to conduct Auxiliary business we are in the 
position of transporting PII and keeping it at home. It is important that we consider 
the best way to keep that information safe when we’re working from home and 
meeting and conducting Auxiliary business in other locations. 
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Feedback for answer A: 
You chose option A. Try again. Sensitive PII should NEVER be sent to a personal email 
account because it will become susceptible to compromise once it’s outside of the 
DHS firewall. This constitutes a privacy incident. Remember to consult the Job Aid. 

 

Feedback for answer B: 
You chose option B. That is incorrect. Unless you are authorized to do so, you should 
never remove hard copies of documents containing Sensitive PII from your office. 
Check with your supervisor or with your component telework policy to see if this is 
permitted. 

 

If you telework or travel for work, you need to follow these guidelines to safeguard 
Sensitive PII: 
Use DHS-approved portable electronic devices, which are encrypted. 
Get your supervisor’s permission to remove hard copy Sensitive PII from the office. 
Secure all Sensitive PII when not in use. 
Log in through the DHS secured portal. 
Take advantage of collaboration tools such as SharePoint. 

 

Feedback for answer C: 
You chose option C. That’s right! If you telework or travel for work, you need to 
follow these guidelines to safeguard Sensitive PII: 
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Use DHS-approved portable electronic devices, which are encrypted. 
Get your supervisor’s permission to remove hard copy Sensitive PII from the office. 
Secure all Sensitive PII when not in use. 
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Many of the ways we can protect PII are simple, we just need to get in the habit of 
using good practices. Whenever you’re handling PII in the Auxiliary think about what 
you can do to ensure its security while in your possession. All of us are responsible 
for protecting PII in all of our roles in the Auxiliary. 
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Remember, it’s always OK to ask questions and have discussions with your shipmates 
and partners from other agencies to ensure that PII is being protected. If you are 
ever in doubt about how PII is being handled use the Chain of Leadership and ask the 
question. When individual Auxiliarists pay attention to PII and help others recognize 
the importance of security everybody benefits. 
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