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. Welcome to the US Coast Guard Auxiliary Security Education & Awareness Training. 
 
Independent Learner Instructions. 
This document is derived from the mandatory training of the same name. It contains both 
images and narratives regarding the training topic and is provided in a “presenter notes” 
format. 
As an independent learner you are expected to read all content contained in this document 
to include both the text within the images and the notes below the image (if any). Some 
images do not have notes or are self-explanatory. 
As you work through this training material you should keep in mind that as an independent 
learner, you are responsible and accountable for learning and understanding the course 
content. 
You should also understand its importance to our organization and the execution of our 
varied missions and be able to apply the knowledge gained through this independent 
training experience. 

 
As a member of the coast guard workforce you have a responsibility to help maintain 
awareness protect information and act to prevent threats. Recognizing the signs of a 
potential terrorist acts or security breaches will help to prevent acts on the homeland and 

activate appropriate response units. 
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When you recognize the potential threat you have the power to stop it before it can cause 
harm to the Coast Guard and its missions which of the following do you think is true of our 
enemies? Most acts are the result of years of coordinated research and surveillance that 
provide sensitive information to the enemy. Bits of information, both classified and 
unclassified, can be put together to provide a detailed picture of the adversary of our 
vulnerabilities and operations. It is your responsibility to be aware of your surroundings and 
report any activity that could jeopardize the Coast Guard’s mission, even if it involves 
someone you know or work with. 

 
Throughout your career you will be entrusted with information critical to Coast Guard 
missions. You must protect this information to safeguard both missions and people. Be 
cognizant of this responsibility and do not take it lightly. This module provides review of 
security fundamentals. In each of the three lessons you'll have the opportunity to 
demonstrate the decision skills necessary to safeguard information. protect the mission 
your shipmates and yourself, you'll need to complete each of the three lessons to get credit 
for the security fundamentals course. In this lesson, you will demonstrate your knowledge 
of operation security fundamentals. 
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Let’s start by defining OPSEC, or Operational Security.  OPSEC, is an analytical process used 
to deny information generally unclassified from our adversaries, safeguards information 
concerning our intentions and capabilities by identifying, controlling and protecting 
indicators associated with our planning process or operations are exactly canceled you. you 
are vital in strengthening our upset posture by incorporating it into your daily activities. 

 

OPSEC is a continual activity. The five step-by-step process helps individuals protect their 
pieces of the puzzle. Explore each of the steps for more information. 
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Here is a look at the five-step OPSEC process. 
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In order to understand OPSEC, you must first understand what needs to be protected. This 
information is referred to as critical information. Critical information is related to Coast 
Guard missions and operations, and is deemed sensitive enough that it requires a degree of 
protection. The Coast Guard critical information list is accessible from CG portal. 
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A threat is an adversary with intent and capability to target our critical information. 
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A vulnerability is a weakness that provides an adversary the opportunity to exploit your 
critical information. 
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Risk is the measure of the probability an adversary will be able to compromise your critical 
information while factoring the impact on your mission if they are successful. 
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Countermeasures control, or hide indicators and reduce the adversary 's ability to exploit 
your vulnerabilities. By applying countermeasures, you reduce the risk. 
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In this lesson we covered the 5 step OPSEC process. It is essential that you understand the 
basic steps of the OPSEC process and how to apply them. Practicing good OPSEC helps 
protect Coast Guard missions and people. 
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Additional Information 
 

1. http://www.dvidshub.net/publication/issues/10409 
2. https://www.youtube.com/watch?v=WhG6e_NRczs 
3. https://www.facebook.com/NavalOPSEC 
4. https://www.youtube.com/watch?v=QEgQ4LTBAEQ 
5. http://www.whoishostingthis.com/blog/2014/11/12/public-private-data/ 
6. https://nakedsecurity.sophos.com/2013/10/08/10-tips-for-securing-your-smartphone/ 

http://www.dvidshub.net/publication/issues/10409
http://www.youtube.com/watch?v=WhG6e_NRczs
http://www.facebook.com/NavalOPSEC
http://www.youtube.com/watch?v=QEgQ4LTBAEQ
http://www.whoishostingthis.com/blog/2014/11/12/public-private-data/
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In this section, we’ll review the fundamentals of information security, 
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Information security or INFOSEC is a program that prescribes a uniform system for 
classifying, safeguarding, and declassifying National Security information. The INFOSEC 
program defines levels of classification for National Security information including 
confidential, secret and top-secret. The program also defines access storage, 
declassification, and destruction requirements. 
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You need to be familiar with the three levels of information classified in the interest of 
National Security. Select each classification for more information. 
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Confidential information is information requiring protection. The unauthorized disclosure 
of confidential information could reasonably be expected to cause damage to national 
security 
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Secret information requires a substantial degree of protection. The unauthorized disclosure 
of Secret information could reasonably be expected to cause serious damage to national 
security. 
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Top-secret information is information requiring the highest degree of protection. The 
unauthorized disclosure of top-secret information could reasonably be expected to cause 
exceptionally grave damage to the national security. 
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What must you have in order to access classified information? 

First, you need security clearance. 

Second, you must have a valid need to know meaning your official duties require 
knowledge or possession of the information 

 

And lastly, you must have a properly executed SF-312, classified information nondisclosure 
agreement. No SF-312, no need to know, no security clearance, means no access to 
classified information. 
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What are the requirements for storage and safeguarding classified information? 
 

Classified materials must be stored in an approved container or secure room. Classified 
material marked top secret must also have additional supplemental control, such as a 
guard or alarm system. 
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Approved methods of destruction prevent reconstitution of information from physical 
media. Several methods are defined in the classified information management program, 

 

These methods include crosscut shredding with a residue particle size of one millimeter by 
five millimeter, burning, wet pulping, mutilation and melting, and chemical decomposition. 
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Let's review your role in INFOSEC. Classified materials are designated on three levels, 
confidential, secret and top-secret; access to classified materials requires three things: a 
security clearance that meets or exceeds the classification level of the document, a need to 
know and the properly executed nondisclosure agreement. Classified materials must be 
stored in a GSA approved lock container. Top-secret materials must also be protected by an 
alarm or guarded facility. See the classified information management program you have  
any questions regarding identification access to storage or destruction of classified 
information. 

 

If you have any questions regarding information security don't hesitate to ask you units 
command security officer or CSO. 
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Additional Information 
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Question: Do you think the Coast Guard is a likely target for Foreign terrorist? We are a 
symbol of the US, with high visibility and high profile. 
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It’s important to understand generally what types of targets terrorists choose and why. A 
Coast Guard cutter could be a possible terrorist target. Because it is a high profile, high 
visibility, indirectly symbolizes the United States. You as a member of the armed services 
are also a potential terrorist target. 

 

Anti-terrorism and force protection or AT/FP establishes uniform procedures and measures 
for use in responding to progressive levels of terrorist threats to Coast Guard units, both 
ashore and afloat. 

 

AT/FP is designed to develop a protective posture in peacetime that will carry over if an 
attack were actually to occur. 

 

AT/FP also includes procedures that are intended to protect and deter planned terrorist 
actions before they take place, thereby reducing the probability of a terrorist event. 
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You can follow three simple steps in your role in the AT/FP program at your unit. 
 

One: Observe, be aware of your surroundings. In your daily routine, you are the eyes and 
ears of the AT/FP program. Don't ignore unusual activities. 

 

Two: Protect, in some instances you may be able to take action to prevent terrorist actions. 
In extreme cases, if you our your unit is being targeted do not hesitate to take action 

 

Three: Report, never hesitate to report suspicious activity or something that seems out of 
place. You should contact a supervisor, the command security officer, security or police, as 
appropriate. 

 

You should always know your units force protection condition or FPCON. Be aware when it 
changes and be ready to discuss what the condition means to unit operations. Follow your 
unit security plan. A force protection condition is a DOD approved system for standardizing 
the identification recommended preventative actions and responses to terrorist threats 
against US personnel and facilities. 
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There are five FPCON levels.  Let’s review each one. 
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let's review your role in antiterrorism and force protection, AT/FP establishes a protective 
posture for units worldwide. this program establishes procedures for responding to 
progressive threat levels preparations in response to threat. 

 

Levels are defined by five separate force protection conditions normal Alpha, Bravo, Charlie 
and Delta which are defined levels for your preparation or increasing risks of attack US 
government agency. We are a target and rely on the vigilance of every shipmate to observe 
the tech and report any situation seems out of the ordinary 
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Additional Information 
 

1. http://www.dtic.mil/whs/directives/corres/pdf/200016p.pdf 
2. https://www.youtube.com/watch?v=mybVTQROV0s 
3. https://www.youtube.com/watch?v=8ALY06ixvc4 
4. https://www.youtube.com/watch?v=Rn671Wk4EQ8 
5. http://vimeo.com/71951550 
6.  https://www.youtube.com/watch?v=ol7U8FOC9Lg 

http://www.dtic.mil/whs/directives/corres/pdf/200016p.pdf
http://www.youtube.com/watch?v=mybVTQROV0s
http://www.youtube.com/watch?v=8ALY06ixvc4
http://www.youtube.com/watch?v=Rn671Wk4EQ8
http://vimeo.com/71951550
http://www.youtube.com/watch?v=ol7U8FOC9Lg
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As a member of the US Coast Guard Auxiliary you play an important role in ensuring 
security and maintaining readiness, OPSEC, INFOSEC and AntiTerrorism Force Protection 
programs are in place to protect operational capabilities, national security information, and 
most importantly the safety and security of all Coast Guard personnel. This training has 
provided a fundamental overview of the practices and procedures associated with OPSEC, 
INFOSEC and AT/FP. Your journey does not stop here. Your continued vigilance is the key to 
security success. 
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